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INFORMATION SECURITY
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The purpose of this course is to introduce the principles and practice of
information security, In the first half-semester, we discuss basic technologies
of cryptography and information security., The second half-semester deals
with the practice of information security. Finally, we will introduce computer

security, internet security and wireless network security,
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1|2 A% $ A AR A8 M 49 % 2| Students may appreciate the c4 | AC

hA issues of information security

2 | B A RS R & SR 248 B PR @ B%| Students may understand the 2 AB

EOES &3 attacks and threats of

information security
3| B AR mE A AR EMAM % 2| Students are able to cs ABC
Bz M demonstrate the security of
information security
technology.
4| ZABEHESRILER FAN L 24| Students may be able to c6 ABC
BT synthesize and apply the
knowledge and technologies
of information security,
SMEBZARTEZHENL DS | Students may regularly take C5 C
notice of new mechanisms of
information security,
6|3 Z A TN 22 % E R ILMEA| Enhancing students’ ability to A3 CDFI
bl read technical English
especially in the realm of
information security.
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FT=x| p oy n % (Subject/Topics) #ir
1 | 09/13 | What is information security?
2 | 09/20 | Security Attacks, Services and Mechanisms
3 | 0927 | Basic Cryptography
4 | 10/04 | Basic Cryptography
5| 10/11 | Basic information security HHoEHEAE FHHME
6 | 10/18 | Basic information security HHoREHEAE FHHmE
7 | 10/25 | Hash Function RHOBEMEA L SRAE
8 | 11/01 | Message Authentication Codes HoyEmMEAL L ERE
9 | 11/08 | Message Authentication Codes HoyEmMEAL L ERE
10 | 11/15 | Digital Signature RHOBEMEA L SRAE
11 | 11/22 | Digital Signature RHOBEMEA L SRAE
12 | 11/29 | Key Management and Distribution HoFHE2AEERSE
13 | 12/06 | Key Management and Distribution HoFHE2AEERSE
14 | 12/13 | User Authentication RHOBEMEA L SRAE
15 | 12/20 | User Authentication RHOBEMEA L SRAE
16 | 12/27 | Computer Security RHOBEMEA L SRAE




17 | 01/03 | Internet Security HoHEALALLERSE
18 | 01/10 | Wireless Network Security HoHEALALLERSE
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William Stallings, Cryptography and Network Security, Fifth edition,
¥ akh Prentice—Hall, 2010,
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