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The purpose of this course is to introduce the principles and practice of
network security. In the first half-semester, we discuss basic technologies of
cryptography and network security. The second half-semester deals with the
practice of network security, Finally, we will introduce computer security,

internet security and wireless network security.
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1 | B A fE Sk R 48 2% R A8 B 49 4 2| Students may appreciate the c4 | ABDI
R A issues of network security
2 | B A B SRk AR 4A 25 R HAR B P @ B%| Students may understand the c2 | ABD
ey B E attacks and threats of
network security
3| A GEH 9 A 4E3E B E A48 B %2 2| Students are able to analyze Cs ABCD
BTz 22 the security of network
security technology.
4| B AR ES L JER MR Z 24| Students may be able to c6 | ABCD
EF ) synthesize and apply the
knowledge and technologies
of network security.
5352 A 4958 24 % ¥ 3% UM% 4E| Enhancing students’ ability to | A3 | cI
A read technical English
especially in the realm of
network security,
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1 | 09/13 | What is network security?
2 | 09/20 | Security Attacks, Services and Mechanisms
3 | 09/27 | Basic Cryptography
4 | 10/04 | Basic Cryptography
5| 10/11 | Hash Function
6 | 10/18 | Message Authentication Codes
7 | 10/25 | Message Authentication Codes
8 | 11/01 | Digital Signature
9 | 11/08 | Digital Signature
10 | 11/15 | A+ FHKA
11 | 11/22 | Key Management and Distribution
12 | 11/29 | User Authentication
13 | 12/06 | Transport—Level Security
14 | 12/13 | IP Security
15 | 12/20 | Computer Security
16 | 12/27 | Internet Security
17 | 01/03 | Wireless Network Security
18 | o1/10 | ARF KA
. ARBRPFRBIBBERELEEY, RENERREME, HFTRERNEY
Bk | RET S,
ALEAR




wEXE | EH, #EA
William Stallings, Cryptography and Network Security, Fifth edition,
¥t sk Prentice—Hall, 2010,
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