Syllabus
	Department：
	Department of Information and Communication technology Management
	Instructor：
	Duen-Kai Chen

	Class：
	
	Credits：
	3
	Hours：
	Tue 1, 2 
Wed 3, 4

Fri 3, 4

	E-mail：
	
	Phone No.：
	

	Text Book：
	Information Security Illuminated by Michael Solomon, Mike Chapple, Jones and Bartlett Publishers, Inc. 2005 

	
	

	Course Title

	Information and Communication Security Management

	Course Objective

	1. This class is aimed to introduce fundamental theory and techniques, as well as management issues regarding to information and communication security.
2. Case review for help students comprehends security concepts and management issues.

	week
	Course Contents

	01
	Overview of this course

	02
	Introducing Computer and Network Security

	03
	Access Control Methodologies

	04
	General Security Principles and Practices

	05
	The Business of Security

	06
	Handling Security Incidents

	07
	Security Audit Principles and Practices

	08
	Network and Server Attacks and Penetration

	09
	Intrusion Detection Systems and Practices


	Reference Books & Data (Ref.)：
1. Related journal and conference paper
2. Reports from newspapers and magazines 

	Grading policy

	1. Exams: 50%

2. Homework Assignment: 30%

3. Attendance and Participation : 20%
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