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The purpose of this course is to introduce the principles and practice of
network security, In the first half-semester, we discuss basic technologies of
cryptography and network security. The second half-semester deals with the
practice of network security. Finally, we will introduce Zero Trust
Architecture and Next Generation Cyber Security.
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knowledge and technologies of network security.
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Enhancing students  ability to read technical English
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especially in the realm of network security.

ra
1
i
VanN
Ny

-

{

>z

ra
e

KEPERZPEFA -Font ~ArFR2EE > 28788
R sk ) Fe ’fﬁ(ﬂi) T B S 0k Sp E 5 -\
%fuﬂ%;‘}fa‘\pﬁ P i 4 A A2 % S e FE g
1| 4% | ABCDE 12345678 | #RiE ~ 3@~ B A W (7 HE - |
PR (FrEF
# )
2| & | BCDE 123457 EaRE R (7~ M
PR (FrEF
% )
3| i | CDE 12345 a3 BEEGE S A
E) A (Fr o E
# )
4| #i | BCDE 25 At BEIE: S A
) P
)




5| w4 | CDE 1235 At 2 (2cF - ta)
® ke R £

i AR i % (Subject/Topics) o
114/09/15~

1 i 49 ZREAEE
114/09/21 What is network security?. 4% 39
114/09/22~

2 : ) )
114/09/98 Security Attacks, Services and Mechanisms
114/09/29~

3 .
114/10005 | Basic Cryptography
114/10/06~

4 .
114/10/12 | Basic Cryptography
114/10/13~

5 .
114/10/19 Symmetric Cryptography
114/10/20~

6 . )
11a/10/96 | Block Cipher operations
114/10/27~ _

7 L4/11/02 Asymmetric Cryptography st IE B
114/11/03~

8 . )
114/11/09 Cryptographic Hash Function
114/11/10~| . . ]

9 11,16 | Digital Signature
114/11/17~ o

10 L4/11/93 Message Authentication Codes I A e
114/11/24~ o

11 L4/11/30 Message Authentication Codes II A e
114/12/01~

12 ..
114/19/07 User Authentication
114/12/08~ .

31 141914 | Transport-Level Security AR EE .
114/12/15~

14 .
114/12/91 IP Security
114/12/22~

15 .
114/19/98 Zero Trust Architecture
114/12/29~

16 _
1s/01s0a | POSt—Quantum Cryptography
115/01/05~ e 5 9 S Sh X e b g . o e p o g

| s | PP BB SR R MR R (R R Bl E L3R BHEFEHRE
115/01/12~ e 55 9 Sk Sh X e b g . o e o p o g

18 oo | PR S B A R MA R (R R B HE LR P e i

izt %
Mg i 4

ki

B4R 8 AT




RS

HAR
3 k4
S e
pepep g | PELESE
Lo #7010, 11, 1IBBAABLEEEFRITHE, ZLATRIFHMAZAB)AITZ
Bk | R LMBRAKKRRANERRIEHAT, ﬁﬁ%%@@ﬁ NN TE P&
AREE | BEOsw  FERME
2, AERAIEEEMBRER, ZHEREFIADLMEREAETALY E X
KL AR B, MRAEAE A TS5 :
(l)kﬂﬂéi#%ﬁ% TEE LN /3‘4:’/%‘* V;LHHAILELé’J 128 B8, r e
(2)& ‘HHRfE ¢ ﬁ%ﬁML E AN FEREAENE, AEMEATE ﬁ %,
RET A (miEfg, ##&. i 7)), lﬂ_ﬁ'l—a—ﬁiﬁk??l@m%])ﬂ
3, FEZBLI Bk aﬁ/ﬁ“‘%% REH, FEAFZAEMKE MBEEER
ﬁi—Z’ﬁ;%E@fJ&%i
4, F+t, FABWFEIEEE FA S RK T, BB EREBERE ZE
E'Jw MU, LB ERHE LR,
5\%¢\%xﬂ§A%g%L¢%a% ‘ ‘
EARBUFARAZIAMMERESHEY, RENTRREMN, HFTRERIL
é‘)?‘l%ﬁ?ﬁ%ﬂﬁfﬁﬁ’io
e R NE S
K3 | dpmm:
#xtt W. Stallings, Cryptography and Network Security Principles and Practice

8th Pearson 2023

s ®LFE: 100 % @FEHIFE: % @PFFE: S0 %
ft;" . | ®MRIFE 50 %
T Ltk (RE¥WEARYDEMRL) 1800 %
"R FE A F IR kA el https://web2. ais. tku. edu. tw/csp & d R
T FPokBFa TREFEAFR i 2 o
k]
>Z<ré§?“ FEMARBAL 2 T2 @228~ TRRHF | i LRkf
TR ERERAFI® ULEE

TEIXB4M0837 OP

2025/10/12 13:10:06

4% /47




