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This course focuses on the importance of security for an information system.
This course first introduces the concepts of the security governance and
risk management, and then learns the design methods of various security
controls, including access control, identity authentication, cryptography,
network defenses, etc. Finally, this course briefly describes the security
testing and secure software development life cycle. Moreover, the project
presentation encourages students to actively participate in this course and
establishes their ability of self—directed learning,
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Security governance and risk management
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2 Eijgzjzgw Security and risk management
3 Eijgzjgzw Asset security
4 Eijgzjigw Security architecture and engineering
5 Eijgig;w Security architecture and engineering
6 Eijgzjzéw Communication and network security
7 Eijgijzéw Teaching administration observation
8 Eijgij?;w Communication and network security
9 Eijgigéw Midterm presentation
10 Eijgiji;w Identity and access management
11 Eijg:iiw Identity and access management
12 LA/~ Security operations
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13 LAz~ Security operations
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14 Eijgzgiw Security assessment and testing
15 Eijgzjsz Software development security
16 Eijgg;g:w Final presentation
17 Eijgg;?iw Final presentation
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