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The course introduces the principles and practices for information security.
The contents include the background, symmetric and asymmetric ciphers,
cryptographic data integrity algorithms, mutual trust, and network and
internet security. Eventually, everyone can also understand computer and
network security concepts and applications.

REARKE P B R HA D B M

e 8 pAEL B R T e (Cognitive) | ~ THR (Affective) | ¥ T it (Psychomotor) |
i B R -

- é&iﬁ?(Cognitive) DFE AP TR A AR ;éf:;t AR Lo By o
= R (Affective) : FEAFMP nEAE  BIL AR A B ERELFY -
= iisb (Psychomotor) : ¥ & fi%4L P i d (T8 BLjvdk (F2 8 9 -
ﬁ‘ 7 ﬂ CJ . v E At
B ?I?B*ﬂf( <) ?I%B’]‘ﬁf(‘g??>
1|2 A S E A, BHEFIRIESF]| Students learn concepts of authentication,
A authorization, and access control,
2 | B ARSI AR B 86917 AR | Students may understand the vulnerability of attack.
; ]
3| B2 AL S A E 5k B A | Students may apply theoretical and practical
ﬁ"%}’i‘ ﬁ*‘Hﬁi}%‘o knowledge in secure data transmission,
4 | B A SRR R ‘\J}E‘»' B IR 4| Students will know the large-scale attacks of DDoS,
AL BEX, BEHLX 4835 | malware software, and faults found,
HEPER2ZPEGEA - Pond AR R RE S FeEEgE e N
}?f- W F;}t, N /:li (EL’r> ’F@t& /. > = - "
S L R R I Y Fym R
1| 2z | ABCDE 12345678 | i~ 3 R~ TF S Hwm(E
FE M) OE
2| 34 | ABCDE 12345678 | A~ 7 RIS~ TTE s (F
G M) FIF
3| @4 | ABCDE 12345678 | P~ 7 R T (R
FHE M) E
4| 3u4r | ABCDE 12345678 | #HE > 3 RIS~ TR T (F
FE M) OE
ke R 2
; N N : . Ho3r
| WAz i % (Subject/Topics) GHLM 5 ) ~ e i)
114/02/17~ . ,
114/02/93 Introduction to Network Security




114/02/24~ o
2 114/03/02 Number Theory R T2
114/03/03~ s 4o
3 114/03/09 Number Theory R T2
114/03/10~ . ] o
4 114/03/16 Classical and Advanced Encryption Approach EI S 2 54
114/03/17~ . ] o
5 114/03/93 Classical and Advanced Encryption Approach kB T RA2
114/03/24~ .
6 114/03/30 Block Ciphers and Data Encryption kB TR
114/03/31~ .
7 114/04/06 Block Ciphers and Data Encryption kB TR
114/04/07T~| . . . o wn
8 14/04/13 Finite Fields ERFEs
114/04/14~
? 114/04/20 ki
114/04/21~| . . . o wn
10 114/04/97 Finite Fields ERFEs
114/04/28~ .
11 114/05/04 Public-Key Cryptogaphy and RSA kB T RA2
114/05/05~ .
12 L4/05/11 Public-Key Cryptogaphy and RSA kB T RA2
114/05/12~ .
13 Cryptography Hash Function I B F R A2
114/05/18
114/05/19~ .
14 Message Authentication Codes ERFRE
114/05/25
114/05/26~| . . . o wn
15 114/06/01 Digital Signatures R T
114/06/02~| . . . o wn
16 114/06/08 Digital Signatures R T
114/06/09~
17 114/06/15 WARH
114/06/16~ . o wn
18 114/06/92 Complementary Materials E R FRAE
e > 2
Fifif?‘f’f? AAEY ~RRBE TP ARG S AR A
= Rb

FS AT B 3hAT

STEAMAZ(SALE ~ T3 ~Ex 42 ~ Miie s > g2 ~ A% > Hpetp )

24 ErmEFEE2EA - A4 % A 23R 3ESTEEP(Society , Technology,

Economy, Environment, and Politics))

By
AL
f: §

KN F

WEMAGREN P REFEMHE)
AT
AR




i

AXLER

b ARHH: . A -
KT & | ALAEM HEAE, R HR

¥t | AR
1. W, Stallings, Cryptography and Network Security, PEARSON, Eighth

Edition,
2. M. Ciampa, Security Guide to Network Security Fundamentals, COURSE

TECHNOLOGY, Fourth Edition,
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