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The purpose of this course is to introduce the principles and practice of
network security, In the first half-semester, we discuss basic technologies of
cryptography and network security. The second half-semester deals with the
practice of network security, Finally, we will introduce computer security
and enterprise information security,
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| | B A RE S0 AR 4R 28 R348 Bl 49 % 2| Students may appreciate the issues of network
A security

2 | 2 & RSBk AR AR BR PR i B 0 3 B 81| Students may understand the attacks and threats of
BB network security

3|2 A G M 4A% REASAE Bl % 2| Students are able to analyze the security of network
Bz M security technology.

4|2 A GEs R A I A 4935 %248 B | Students may be able to synthesize and apply the
EE &G knowledge and technologies of network security,

5 i;?’ HE 2 Mgk A % ¥ 3 T B 3% | Enhancing students’ ability to read technical English

especially in the realm of network security.
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113/02/19~
113/02/25

What is network security?

113/02/26~
113703703

Security Attacks, Services and Mechanisms

113/03/04~
113/03/10

Basic Cryptography

113/03/11~
113/03/17

Basic Cryptography

MEFRTHE

113/03/18~
113/03/24

Cryptographic Hash Function

113/03/25~
113/03/31

Message Authentication Codes

MEFRTHE

113/04/01~
113/04/07

HERA

113/04/08~
113/04/14

Message Authentication Codes(4-Digital Signature)

MEFRTHE

113/04/15~
113/04/21

TLS

10

113/04/22~
113/04/28
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11

113/04/29~
113705705

TLS/IPSec

12

113/05/06~
113/05/12

IPSec

13

113/05/13~
113/05/19

Security of IoT

MEFRTHE

14

113/05/20~
113/05/26

Network Endpoint Security

15

113/05/21~
113/06/02
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113/06/23
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