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Challenged with cyber crime, spy, internal threats, advanced persistent
threats, monitoring requirements and other cyber security issues in an
organization, this course will introduce the core security concepts and
techniques for network monitoring, detection, and analysis. Students can
develop the skills required to maintain and protect the network system.,
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|| BB 2 RS B learn the basic concepts and e |b
techniques required for
cybersecurity

2 | A KRR R ME AR AE | learn the skills required for P3 D
cybersecurity operation center
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108/02/18~ _ _ .
! 108/02/24 1.Cybersecurity and the Security Operations Center
108/02/25~ ] _
2| 0s/03/03 | 2-Windows Operating System
108/03/04~ ) _
31 J0s/03/10 | S-Linux Operating System
108/03/11~ .
4 108/03/17 4 Network Protocols and Services
108/03/18~ _
5 108/03/24 5.Networking Fundamentals
108/03/25~ o .
%1 L08/03/31 6.Principles of Network Security
108/04/01~
7 108/04/07 T .Network Attacks: A Deeper Look
108/04/08~ ]
8 s/ | S-Protecting the Network
108/04/15~ .
9 108/04/91 9.Cryptography and the Public Key Infrastructure
108/04/22~ ] _ .
10| | 0a/04/9s | 10.Endpoint Security and Analysis
108/04/29~ ] _ .
1 0s/05/05 | 10-Endpoint Security and Analysis
108/05/06~ ) .
12| 4s/05/12 | 11.Security Monitoring




13 12:;222? 11.Security Monitoring
14 12:;2;;;? 12.Intrusion Data Analysis
15 12:;22%? 12.Intrusion Data Analysis
16 12:;232? 13. Incident Response and Handling
17 12:;231? 13. Incident Response and Handling
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CCNA Cyber Ops SECFND #210-250 Official Cert Guide (Certification Guide),
Santos, 2017
CCNA Cyber Ops SECOPS #210-255 Official Cert Guide (Certification Guide),
Muniz, 2017
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