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The purpose of this course is to introduce the principles and practice of
Information security, In the first half-semester, we discuss basic technologies
of cryptography and Information security. The second half-semester deals
with the practice of Information security. Finally, we will introduce computer
security, internet security and wireless network security,
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1|2 A GE4aEAF N2 248 4938 % | Students may appreciate the C4 E
issues of information security
2 | B ARSI AR B I R PR @ ER 69 2| Students may understand the c | E
2ol g B attacks and threats of
information security
3| ZAMH S E R R E AR M & 2| Students are able to analyze Cs E
BTz 22 the security of information
security technology.
4| ZA G ES LA F AL 2 M M| Students may be able to P4 | E
T synthesize and apply the
knowledge and technologies
of information security.
53R A FRE 2 ¥ % LB AE| Enhancing students’ ability to e | E
A read technical English
especially in the realm of
information security,
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Tlowass N % (Subject/Topics) %
1 12:;22;;? What is network security?

2 12:;22;?? Security Attacks, Services and Mechanisms
3 12:;22;?? Basic Cryptography

4 12:;222? Basic Cryptography

5 12:;22;;? Cryptographic Hash Function

6 12:;22;2? Message Authentication Codes
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8 12:;21;?? Digital Signature

9 12:;21;;? Digital Signature
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11 12:;2:?? Key Management and Distribution

12 12:;22;?? User Authentication
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William Stallings, Cryptography and Network Security, Seventh edition,
¥ kA Prentice—Hall, 2017.
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