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The purpose of this course is to introduce the principles and practice of
network security, In the first half-semester, we discuss basic technologies of
cryptography and network security. The second half-semester deals with the
practice of network security. Finally, we will introduce computer security,
internet security and wireless network security.
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1 122;22;;? What is network security?

2 122;22;;? Security Attacks, Services and Mechanisms
3 122;?3;?? Basic Cryptography

4 12222;?? Basic Cryptography

5 122222? Cryptographic Hash Function

6 12222;;? Message Authentication Codes

7 1222?;?? Message Authentication Codes

8 12221;2? Digital Signature

9 122212? Digital Signature
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11 12221;2:}“ Key Management and Distribution

p| 10971201~ User Authentication
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13 103/19/14 Network Access Control
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14 103/19/21 Cloud Security
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15 103/12/98 Transport—Level Security
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William Stallings, Cryptography and Network Security, Sixth edition,
ot kA Prentice—Hall, 2014.
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